
User Base: In each case proper access privileges should 

be granted based on the known identity, or attributes about the 

Known identity.

Core-MIT -> Certificate

 (has MIT ID # and      Kerberos

  Kerberos username)      password

Loose affiliation -> Password

 (external email address,     OpenID (possibly)

  but a password in an MIT system,

  no MIT Kerberos principal)

Federations ->we don’t control the mechanism

 (organizations that we share

  some meta data with, but we do 

  not perform any account management)

Anonymous

[What about machines and processes? (e.g. spiders)]

Original page the user is 

attempting to reach 

(unauthenticated state) Authentication Page for 

MIT-Core:

* Cert

* Kerb

* Pwd

(note: user must complete 

within 5 minutes)

Preference Page:

* Cert

* Kerb

* Pwd

Time out = 5 minutes

________________

Error Page

Back to referrer

Certificate

Have a 

valid 

cert

Current prototype has a 

page that provides 

confirmation of 

authentication and 

adjustment of preferences.

___________

This will go away in pilot / 

production.

Original page, in 

authenticated state.

No 

cert

Invalid 

cert

Either a browser error 

message or a page with 

information under our 

control

Kerb

Password

Ticket 

valid

Invalid

ticket 

AND

Browser

Config

correct

OR
Browser

misconfigured

Success, 

redirect

In page error message, tell 

the user to use cert or 

password and provide the 

options to do so

Correct 

username 

and 

password

Bad 

pw

Bad 

username

Bad 

both

null

redirect


