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We take
software reliability
on faith.
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Rigorous Approaches ?

• Solid techniques for software construction
• special languages, model checkers, theorem 

provers, ...

• static analysis, dynamic analysis, runtime 
verification, ...

• But software systems are messy
• scale & economics hinder the use of rigorous 

approaches
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The Goal

Existing programming languages

Existing development processes

Significantly more reliable software
that is economically feasible

Tools to understand complex software
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Outline

• Cloud9
• Parallel symbolic execution platform

• S2E
• Selective symbolic execution platform

• Lessons for SMT/SAT Solvers
• Real data from running on real systems
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Symbolic Execution

void write( int p ){
  if (p < MAX) {
    if (p > 0) 
      ... 
    else {
      ...
    } 
  } else {
    if (p > 3)
      close(p); 
    else {
      ...
  ...
 

p<MAX

p>3 p>0
TrueFalse

TrueFalse TrueFalse

False

False

False

True

True
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Exhausts m
emory
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Exhausts m
emory Bottlenecks on CPU
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GNU Coreutils

MemcachedApache



George	  Candea	  &	  Stefan	  Bucur	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  MIT	  Summer	  School	  on	  SAT/SMT	  Solvers	  (June	  2011)

Build
a Google
of symbolic execution.
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MiniSAT

STP

KLEE

Cloud9
1. Parallel symbolic 

execution
2. Multithreaded 

support
3. Full model of POSIX 

environment
4. API for writing 

symbolic tests
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Cloud9

Global
Execution Tree
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Cloud9

W1’s local tree
(local KLEE)

W2’s local tree
(local KLEE)

W3’s local tree
(local KLEE)

Disjoint + complete exploration of exec tree
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Dynamic Parallelization

LB

W1 W2 W3
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Dynamic Parallelization

LB

W1 W2 W3
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Dynamic Parallelization

LB

W1 W2 W3
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1

1

1

1

1

0

0

0

0

0

0

0

0

Path-based State Encoding

• Paths in tree = bitvectors
• Multiple paths share common prefix  

                → tree of bitvectors

• Compact encoding
• 2100 leaves → path fits in < 128 bits

• Requires deterministic replay
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POSIX Environment Model

Symbolic Execution Engine

Network
TCP/UDP/UNIX

Files PipesThreads
pthread_*

Processes

PO
SI

X

Messa
ge passi

ng

Servers 
and clie

nts

Multi-
threaded

     
programs

Dist
rib

uted sy
ste

ms

Signals

Asynchronous e
vents,

     
IPCSingle-th

readed

    p
rograms
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Test Real-World Software

Memcached GNU CoreutilsApache
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Time to Reach Target Coverage
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Increase in Code Coverage
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Exhaustive Exploration
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memcached = 7.4×104 paths
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Execute the “whole world” symbolically

Symbolic State

Distributed Systems

Client
Process

memcached/
Apache/
lighttpdTCP Stream

Symbolic cmd.

Srv. response
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Cloud9 in a Nutshell

• Platform for parallel symbolic execution

• Scales linearly on clusters + clouds
• throw hardware at the problem

• Full POSIX model, incl. multithreading

http://cloud9.epfl.ch
Public release any time now
(contact us for private release)
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Outline

• Cloud9
• Parallel symbolic execution platform

• S2E
• Selective symbolic execution platform

• Lessons for SMT/SAT Solvers
• Real data from running on real systems
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S2E   =   platform for building

              analysis tools that are

              multi-path and

              in-vivo



George	  Candea	  &	  Stefan	  Bucur	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  MIT	  Summer	  School	  on	  SAT/SMT	  Solvers	  (June	  2011)

Bug Finding

int main(argc, argv)
{
  if (argc == 2)
    printf(“%c”, *argv[2]);

  printf(“OK”);
}

$ ./prog

$ ./prog ABC
Segmentation fault

$ valgrind ./prog ABC

OK

Invalid read of size 1
 main (prog.c:4)
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Other Examples

• Security analysis

• Program verification

• Performance profiling

• ...

Analysis = check properties of execution paths
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Multi-Path Analysis

int main(argc, argv)
{
  if (argc == 2)
    printf(“%c”, *argv[2]);

  printf(“OK”);
}

argc ≠ 2 argc = 2

= simultaneously analyze multiple paths
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In-Vivo Analysis

In VivoIn Vitro
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In-Vivo Analysis

In VivoIn Vitro

= analyze entire software stack
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OS Kernel

Single-Path In-Vitro

User-mode
program
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OS Kernel

Single-Path In-Vitro

User-mode
program

 Multi-Path In-Vivo
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Path Explorer

OS Kernel

User-mode
program

S2E = “box” for automated path exploration

Analyzer
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Challenge: Path Explosion

# of paths ≥ 2              program size
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Challenge: Path Explosion

• Cannot analyze all paths ⇒ select only some

• automatically select only the paths that are relevant

# of paths ≥ 2              system size
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Outline

• Cloud9

• S2E
• Concept: In-Vivo Multi-Path Analysis

• Idea #1: Selective Path Analysis

• Idea #2: Analysis-specific Execution Consistency

• Implementation: The S 
2E System

• Three Use Cases

• Lessons for SMT/SAT Solvers
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Unit vs. Environment

int main(argc, argv) 
{  
  if (argc == 0) {
     ...
  }
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  if (p == NULL) {
     ...
  }
}
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Goal in S2E

int main(argc, argv) 
{  
  if (argc == 0) {
     ...
  }
  p = malloc(...);
  if (p == NULL) {
     ...
  }
}

Program

OS Kernel

Libraries

Hardware

Other progs
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Concrete → Symbolic
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Kernel
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Hardware

...
int main(argc, argv) {
  
  if (argc == 0) {
     ...
  }

  p = malloc(...);

  if (p == NULL) {
     ...
  }
  ...
}
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... ...
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  p = malloc(...);

  if (p == NULL) {
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  }
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}

Environment

Unit
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Selective Symbolic Execution

prog

Kernel

Libraries

Hardware

...
int main(argc, argv) {
  
  if (argc == 0) {
     ...
  }

  p = malloc( δ );

  if (p == NULL) {
     ...
  }
  ...
}

Input

128
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Consistent Execution

• Path selection must be done carefully...
• preserve illusion of full-system analysis

• unit/environment interaction must be realistic

• preserve efficiency (explore minimum # of paths 
necessary)

Environment

Unit
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Examples of Inconsistency

• Paths modify each otherʼs environment state
• happens when environment changes are not isolated

• e.g., in test generation systems (DART, EXE, ...)

• Use models of the environment
• models (by definition) exhibit behavioral differences

• e.g., model checkers, symbex engines (SLAM, KLEE, ...)
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Examples of Inconsistency

• Paths modify each otherʼs environment state
• happens when environment changes are not isolated

• e.g., in test generation systems (DART, EXE, ...)

• Use models of the environment
• models (by definition) exhibit behavioral differences

• e.g., model checkers, symbex engines (SLAM, KLEE, ...)

In S2E, each path has its own real environment
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Outline

• Cloud9

• S2E
• Concept: In-Vivo Multi-Path Analysis

• Idea #1: Selective Symbolic Execution

• Idea #2: Analysis-specific Execution Consistency

• Implementation: The S 
2E System

• Three Use Cases

• Lessons for SMT/SAT Solvers
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Execution Consistency Models

• Not the same as memory consistency models
• but similar in spirit 

•    An ECM = set of paths to be analyzed
• i.e., abstract specification of which paths to analyze

• execution is consistent iff its path is in the ECM set
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SC-UE (SC Unit-level Execution)

Environment

Unit

Much fewer paths
False negatives ?

int main(argc, argv) { 
  
  if (argc == 1) {
     ...
  }

  p = malloc(...);

  if (p == NULL) {
     ...
  }
  ...
}
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RC-OC (Relaxed Overapprox. 
Consistency)

Environment

Multi-valued return
p’∈{p,NULL}

Unit Input

Unit

int main(argc, argv) { 
  
  if (argc == 1) {
     ...
  }

  p = malloc(...);

  if (p == NULL) {
     ...
  }
  ...
}
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RC-OC (Relaxed Overapprox. 
Consistency)

Environment

Multi-valued return
p’∈{p,NULL}

Unit Input

Unit

No false negatives

int main(argc, argv) { 
  
  if (argc == 1) {
     ...
  }

  p = malloc(...);

  if (p == NULL) {
     ...
  }
  ...
}
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Environment

Multi-valued return
p’∈{p,NULL}

Unit Input

Unit

No false negatives

int main(argc, argv) { 
  
  if (argc == 1) {
     ...
  }

  p = malloc(...);

  if (p == NULL) {
     ...
  }
  ...
}

RC (Relaxed Consistency)
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Environment

Multi-valued return
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Unit Input

Unit

No false negatives
False positives ?

int main(argc, argv) { 
  
  if (argc == 1) {
     ...
  }

  p = malloc(...);

  if (p == NULL) {
     ...
  }
  ...
}

RC (Relaxed Consistency)
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LC (Local Consistency)

Environment

Unit Input

Unit

int main(argc, argv) { 
  
  if (argc == 1) {
     ...
  }

  p = malloc(...);

  ...
}

Interface annotation
malloc() → {p,NULL}
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(most real-world
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Mix & Match

• ECM = specification of paths to be explored
• S2E underneath the covers explores the requested paths

• Analyzer can make principled trade-offs
• FPs  vs.  FNs  vs.  exploration+analysis performance

• Minimize the number of explored paths
• all the paths in the ECM set, but none extra

Can implement any ECM
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Path Explorer

OS Kernel

User-mode
program

S2E = box for automated path exploration

AnalyzerSelector
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Outline

• Cloud9

• S2E Platform
• Concept: In-Vivo Multi-Path Analysis

• Idea #1: Selective Symbolic Execution

• Idea #2: Analysis-specific Execution Consistency

• Implementation: The S 
2E System

• Three Use Cases

• Lessons for SMT/SAT Solvers
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The S2E System

S2E = virtualization +

          dynamic binary translation +

          selective symbolic execution
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Block device driver
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buf (buf[0]=3)

Avoids unnecessary 
concretization

if (buf[0]==3) ...
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Key S2E Feature

0x5BF3λ

Concrete 
Mode

Symbolic
Mode

Weaves execution between symbolic/concrete
transparently, efficiently, and consistently
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• Cloud9

• S2E Platform
• Concept: In-Vivo Multi-Path Analysis

• Idea #1: Selective Symbolic Execution

• Idea #2: Analysis-specific Execution Consistency

• Implementation: The S 
2E System

• Three Use Cases

• Lessons for SMT/SAT Solvers

Outline
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DDT+ Testing Tool
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DDT+: Device Driver Tester

• Path exploration
• LC (local consistency) for OS/driver interface

• RC (relaxed consistency) for driver/HW interface

• Path Analysis
• Off-the-shelf single-path checkers

• Our own VM-level analyzers
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Symbolic Hardware

• Symbolic HW inputs, symbolic interrupts, etc.

• Test without having the real hardware

• Test for bad hardware behaviors
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Tested Driver Bug Type
RTL8029 Resource leak
RTL8029 Memory corruption
RTL8029 Race condition
RTL8029 Segmentation fault
RTL8029 Segmentation fault
AMD PCNet Resource leak
AMD PCNet Resource leak
Ensoniq AudioPCI Segmentation fault
Ensoniq AudioPCI Segmentation fault
Ensoniq AudioPCI Race condition
Ensoniq AudioPCI Race condition
Intel Pro/1000 Memory leak
Intel Pro/100 (DDK) Kernel crash
Intel 82801AA AC97 Race condition
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Analysis Time < 20 minutes
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RevNIC+ Reverse Engineering	

Synthetic Driver
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Automated Porting

x86 PC VMware
& QEMU

FPGA4U

Windows         Linux    KitOS        μC/OS II

Windows
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PROFS: Performance Profiling

1,645	  
instruc.ons

129,086
instruc.ons

ping

• Apache URL parser

• Microsoft IIS SSL module

• Lua language interpreter

• Various utilities
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S2E Improves Productivity

20 person-hours
767 lines of code

PROFs

> 100,000 lines of code
47,000 lines of new code

S2E	  Pla@orm

40 person-hours*

580 lines of code

RevNIC+
38 person-hours
720 lines of code

DDT+
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S2E in a Nutshell

• Platform for building analysis tools that are 
multi-path and in-vivo

• Idea #1: Selective symbolic execution

• Idea #2: Execution consistency models

http://s2e.epfl.ch
Ready-to-use VM, demos, tutorials,
source code, documentation
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Outline

• Cloud9
• Parallel symbolic execution platform

• S2E
• Selective symbolic execution platform

• Lessons for SMT/SAT Solvers
• Real data from running on real systems
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Experiences with 
Constraint Solving
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Original
Path Constraints

SAT representation

Simplified
Path Constraints

MiniSAT

Evaluation Setup

STP

Constraint cache & 
simplifications

Symbolic 
execution engine

(Klee)

Cloud 9

Queries &
Statistics

GNU Coreutils

1h x 96 tools 1h x 48 workers
2/4500/620 LOC 380 KLOC
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CS in Numbers

• Solving time characteristics

• STP time vs. SAT time

• CPU profile
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Query Frequency Distribution
Among Per-Query Solving Time for Coreutils

The small (<0.1s) queries are most numerous...
Per-query Solving Time (s)
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Aggregate Solving Time Distribution
Among Per-Query Solving Time for Coreutils

... but queries >1s dominate total solving time
Per-query Solving Time (s)
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Program nature generates more complex constraints
Per-query Solving Time (s)
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Aggregate Solving Time Distribution
Among Per-Query Solving Time for Python
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CS in Numbers

• Solving time characteristics

• STP time vs. SAT time

• CPU profile
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Total STP Time - MiniSat Time Correlation
For All Queries

SAT operations dominant for large queries
Per-query STP Solving Time (s)
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Non-SAT operations dominant for small queries
Per-query STP Solving Time (s)
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Total STP Time - MiniSat Time Correlation
For Queries <1s
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No particular bottleneck
Per-query SAT Solving Time (s)
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Aggregate SAT Time Distribution
Among Per-Query SAT Time
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CS in Numbers

• Solving time characteristics

• STP time vs. SAT time

• CPU profile
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CPU Profile

Function Profile

CPU Architecture 
Profile
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Conclusions

• Target expensive (>1 s) queries for 
improving solving time

• Optimize SAT solver for expensive queries

• Low-level optimizations throughout the 
code
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Outline

• Cloud9
• Parallel symbolic execution platform

• S2E
• Selective symbolic execution platform

• Lessons for SMT/SAT Solvers
• Real data from running on real systems
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