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Algorithmic
Software
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A Really Hard Problem



Floyd-Hoare: Code & Property in Logic

Invariant
Set of Program Configurations

Property
Set of Acceptable Configurations

Check: Invariant = Property
Automate via “SMT”



So, what’s hard?



Need Universally Quantified Invariants

else{p = table[p-1] + 1;}

VProve Access Within Array Bounds] 1]




Need Universally Quantified Invariants

More complex for lists, trees, etc.

Vx: next*(root,x) = -1<x.data



Quantifiers Kill SMT Solvers

How to Generalize and Instantiate?



Key: Invariants Without Quantifiers



ldea: Liquid Types

Factor Invariant to Logic x Type



Logic

Describes Individual Data

Type
Quantifies over Structure



Vi: 0<i<table.length=--1< table[1]

Logifactored intdype

T\

table :: {v:int|-1 <v} array



Vx: next*(root, x) =-1 < x.data

Logifactored intdype

T\

root :: {v:int|-1<v} List
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Base Types

Collections
Closures
Generics
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Base Types
Collections

(elgLdres)

Generics



let vs = H.mem t k ? H.find t k : [] in
H.add t k (v::vs)




let vs = H.mem SofurtibARind t k : [] in
H.add t k (v:y
A (8 X‘l’§)0< lenv

X,=0 <lenv
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Collections
(Data)



(@ )

let nearest dist ctra x =

let da = Array.map (dist x) ctra in

[min_index da, (x, 1)]

Tehyplatf @hQptyut
{v:int %8 * b *{wt ibts|tX,} List
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Base lypes

Collections
Closures
Generics



2 )
let min_index a =

let min = ref O in
ffor © (Array.length a) (fun i ->
if a.(i) < a.(!min) then min:=1

a ); !min
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Base lypes

Collections
Closures
Generics



Q )
mapreduce (nearest dist ctra) (centroid plus) xs

|> List.iter (fun (i, (Xx,sz))->ctra.(i)<-div x sz)
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Liquid Types
Expressive



Piggyback Predicates on Type

1. Representation
2. Instantiation
3. Generalization



Representation

.
i

'3 e . .
e {x:int|0ix¥ List
' o<x | Describes all elements




Type Unfolding

Empiead - Tail
Liskiof pasitive integers el



Representation

) ¢ . |x<v v Describes tail elements
[1 4

to<x | Describes all elements




Type Unfolding
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Piggyback Predicates on Type

1. Representation
2. Instantiation
3. Generalization



Quantifier Instantiation

x<V x<V
[]| —>[]|
o Unfold R
@ —— | G
1 ) t h<x |

match 1 with h::t

1:sortedlist % h:int t:sortedlist

Instantiate & {h<x} list



Piggyback Predicates on Type

1. Representation
2. Instantiation
3. Generalization



Quantifier Generalization

x<V x<V
[] || o | e /-——> | [] | oo |
By Fold R BN
| —— i | @
1 ) t h<x |
letl=h:t in

1:sortedlist b h:int t:sortedlist

. & {h<x} list
Generalize thex)
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Automatic Liquid Type Inference

Complex Subtyping
Betw—gec[e]n at ti’ﬂg‘s

v
Reduces T Sim:ﬂejl plications
BetIs&ed_ﬁi)[:,

LePrSdiitby BtidkneanmiRuaeaates

Over atoms <X, X<V, ...







C orML

Safe+Types
+ Asserts yP

Atoms Error+Types



List-based Sorting Sorted, Outputs Permutation of Input

Finite Map Balance, BST, Implements a Set

Red-Black Trees Balance, BST Color

Stablesort Sorted

Extensible Vectors Balance, Bounds Checking, ...

Binary Heaps Heap, Returns Min, Implements Set

Splay Heaps BST, Returns Min, Implements Set

Malloc Used and Free Lists Are Accurate

BDDs Variable Order

Union Find Acyclicity

Bitvector Unification Acyclicity




Memory Safety of C Programs

Program (C) Lines Data Structures Used
stringlists /2 Arrays, Linked Lists

strcpy /7 Arrays

adpcm 198 Arrays

pagemap 250 Arrays, Linked Lists

mst 309 Arrays, Linked Lists, Graphs

power 620 Arrays, Linked Lists, Graphs
ks 650 Arrays, Linked Lists
ft /42 Arrays, Graphs




Take Home Lessons

Why is checking code hard?
Universally quantified invariants

How to avoid quantifiers?
Factor invariant into liquid type

How to compute liquid type?
SMT + Abstraction over atoms



Much Work Remains...

“Back-End” Logic
Constraint Solving
Rich Decidable Logics
Qualifier Discovery...



Much Work Remains...

“Front-End” Types
Destructive Update
Concurrency
Objects & Classes
Dynamic Languages...



Much Work Remains...

User Interface

The smarter your analysis,
the harder to tell why it fails!



apers, demo, etc.

\




Finite Maps (ML)

Fro olilrary
Verified Invariants
Implementedas-AMVL Trees

Rotate/Rebighcéosdesert/Delete

Keys Implement Set



Binary Decision Diagrams (ML)

Graph-Baseg, oan Formulas

Efficie%
Vierabizn g

<gisé';tulation
arsybtamfads



Vec: Extensible Arrays (317 LOC)

“Python-style” extensible arrays for Ocaml

find, insert, delete, joln etc.
Efficiency via balanced trees
Balanced

Height difference between siblings < 2

Dsolve found balance violation )ﬁ
[



Recursive Rebalance

¥ vec.ml (~\Desktop) - GVIM
File Edit Tools Syntax Buffers Window Help

SERE 2@ B BRE S3SA TP 2 2
(* This is a recursive version of balance, which balances a tree all 2

* the way down. The trees 1 and r can be of any height, but they

* need to be internally balanced. Useful to implement concat. *)
let rec recbal 1 d r =

let hl = match 1 with Empty -> @ | Node(_, , , , ,h) -> h in

let hr = match r with Empty -> @ | Node(_, , , , ,h) -> h in
if hl > hr + 2 then begin
match 1 with

Empty -> invalid_arg "Vec.bal"”

| Node(1l, , 1d, 1r, _, h) -> Vo
if height 11 »>= height 1r /1
then bal 11 1d (recbal 1r d r) -~ =
else begin 5

match 1lr with
Empty -> invalid_arg "Vec.bal"”
| Node(lrl, , 1lrd, 1lrr, _, h) ->
let nr = recbal 1lrr d r in
if height nr <= height 1r - 3
then makenode 11 1d (bal 1rl 1lrd nr)
else makenode (makenode 11 1d 1lrl) 1lrd nr

end
end else if hr > hl + 2 then begin 3
"vec.ml" [unix] 383L, 11087C written 83,60 22%

' .,; start i [ G Windo... [ (& 2 Mic... r I How T... [ & taks [ T 255... r 2 phowc..  Fvecml.. Desktop 7 R‘A!'“‘mi.i.LE 1:00 PM



Debugging via Inference

Using Dsolve we found
Where imbalance occurred
(specific path conditions)
How imbalance occurred
(left tree off by up to 4)

Leading to test and fix



